
PUBLIC CLOUD PLATFORM

As companies look to move workloads to the Microsoft Azure public cloud 
platform, having a well-constructed strategy is critical to realizing the 
transformative power the cloud offers.

Making the first move to the cloud can be intimidating. If an organization starts 
without the right planning, or without following best practices, the results can 
lead to a negative cloud migration experience and business setbacks. These 
steps are important to planning a successful Azure migration that results in a 
robust cloud deployment that’s closely aligned to your business goals.

Best Practices: 
Enterprise Cloud 
Migration to Azure
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DEFINING SCOPE AND SUCCESS
Identify workloads and projects that may be good candidates for 
moving to Azure, then define the scope of the migration including 
costs vs budget and priorities. A poorly defined scope, workload 
or project can lead to problematic and stressful migration. An 
experienced partner – CSP or consultant – can offer guidance on 
identifying the right projects and keeping the scope tightly focused.

Start by comparing applications or products that are supported by 
legacy technologies (older operating system versions, older source 
code versions) vs applications or products supported by  
modern technologies.

Keep the scope in focus by performing thorough discovery at the 
front end of the project to fully understand and identify all necessary 
resources and components to support a product or application that 
will be migrated. Doing so will enable project managers to understand 
whether project changes that may be requested are necessary for 
project completion.

Define milestones and project success during the migration planning 
phase to have a more positive experience. When there are goalposts 
in sight, teams maintain focus and are better at avoiding scope creep.

CREATING AND SHARING STANDARD 
OPERATING PROCEDURES (SOPS)
Standard operating procedures should be fully built out and 
understood by all parties prior to the migration project. When 
partnering with a CSP, existing SOPs and runbooks can be reviewed 
and updated, based on the experience the partner brings to  
the project.

PREPARATION AND 
PLANNING
Every cloud migration begins with 
planning. You’ll need to get the right 
stakeholders involved, determine 
the ideal timeframe for completing 
key steps, allocate budget, and then 
get ready for the move.

UNDERSTAND YOUR TEAM’S 
WORK PATTERN. 
If there are services that can be 
shut down during off-hours, it is 
highly recommended to build a 
flexible architecture that takes 
this into account. Azure charges 
on a utility model so cost savings 
can be realized by only running 
VMs when they are needed. 
Leaving instances running when 
they’re not in use can lead to 
unexpected costs on your next 
cloud bill. 

TAKE ADVANTAGE OF CROSS-
TEAM TRAINING ON SOPS. 
This produces better SOPs in 
the end as it requires them to 
be highly understandable and 
procedurally accurate.
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IDENTIFYING AND PLANNING FOR 
COMPLEXITIES
Many enterprises have to consider data sovereignty and compliance 
requirements. Understanding the implications of moving to Azure in 
light of those factors can be daunting.

Eliminate surprises from coming up during the migration phase by 
identifying the workloads that need to be updated or reconfigured in 
order to function properly in Azure in the preparation stages.

Bring InfoSec teams into project planning at an early stage. They often 
have a perspective on design and migration processes that other 
teams may not have considered.

MIGRATION STRATEGY
Once your preparation is done and goals are set, you’re ready to 
determine your migration strategy.

ARCHITECTURE SOLUTION DESIGNING
There are many factors to consider when designing end-state 
architecture. Azure offers multiple service options that should be 
understood to make the best-informed decisions.

• IaaS vs PaaS – how much control do you want to have over your 
cloud infrastructure?

• Choice of database platforms – SQL, MySQL, PostgreSQL, and 
Cosmos DB are all natively supported and have PaaS options 
available.

• HA and DR design options – building for business continuity. 
Decisions regarding high availability and disaster recovery often 
hinge on a budget, but Azure offers multiple paths to higher 
resiliency. Taking advantage of Availability Sets, Availability 
Zones, Azure Backup, and Azure Site Recovery are all cost-
effective options.
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Accelerate your Azure adoption.

 We partner with your team to 
identify what belongs in Azure and 
how best to leverage its features.

RETHINK INFRASTRUCTURE PLANNING 
Traditionally, infrastructure planning focuses on long-term growth so systems are 
provisioned to handle expected growth over multiple years. Azure presents a new 
paradigm: provision systems to handle current load at near capacity and expand 
when demand dictates to get the most bang for your buck.

TIP

Break monolithic architectures.

 We help you take advantage of 
Microservices to reduce complexity 

and increase scalability.

Optimize your Azure investment.

Together we will plan and control 
how much is consumed and ensure 

your cloud is secure and meets 
compliance mandates.
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MIGRATION PATH
Choose a migration path… depending on the architecture solution 
necessary to house and run the workloads, along with the project 
scope and complexities. Your choice is between shifting applications 
directly into the cloud or rebuilding to maximize functionality.

• Lift and shift – if resources are cloud-ready, they can be ported 
over to a cloud environment. This can save on upfront costs but 
may result in lower efficiency down the road, because the apps 
aren’t designed to take full advantage of cloud capabilities. Also, 
Azure updates and optimizes images frequently, so using Azure 
images keeps you running on the best platform available. 

• Build and migrate new data – when there are more complex 
environments or legacy workloads that need to be upgraded or 
reconfigured for cloud readiness

APPLICATION-SPECIFIC MIGRATION PATHS
• Lift and shift – moving existing infrastructure directly into the 

cloud. Best suited for applications already hosted on modern 
operating systems and infrastructure

• Re-platform – deploying existing code onto modern 
infrastructure with minimal changes. Best suited for applications 
that are currently configured with legacy technologies but are 
known to be compatible with modern technologies

• Refactor – reconfiguring applications for cloud-readiness. Best 
suited for applications that run on legacy technologies and 
cannot be run on modern technology as currently configured.
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What Happens Next?
A well-architected solution will enable an organization to migrate to the cloud, and then grow and scale for 
years. Choosing the right type of infrastructure to build and choosing a smart migration path are essential. But 
the Azure environment also has to be maintained and managed to continue to operate at the highest level.

Companies that successfully use Azure also keep up with active monitoring, security, alerts, cost control, 
rightsizing and ongoing planning to keep their cloud aligned with changing business goals.

Contact us to learn more about how Atmosera can handle your transition to the cloud.

IF POSSIBLE, TRY IN-PLACE 
UPGRADES OF APPLICATIONS 
RUNNING ON OLDER 
OPERATING SYSTEMS. 

This will help determine cloud-
readiness and help make 
decisions around the migration 
strategy as you gain insight into 
stability and performance  
after upgrades.

WHENEVER POSSIBLE, LOOK 
TO MIGRATE OUT OF VMS AND 
INTO APP SERVICES.

Azure App Services offers 
highly resilient, portable and 
cost-effective platforms for 
application hosting. 

TIP
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